MySCEmployee: Security is a Top Priority
Information security—it’s a topic that we’ve all become increasingly aware of in recent years. 

Many of us use ATMs that require personal id numbers (PINs) which we carefully guard so that our account information and money are secure.  Many of us also manage our banking online, shop and purchase items through online stores and logon to other sites where our personal information may be used to conduct business.  We change passwords to our computers and online accounts often and gladly jumping through security hoops when making purchases or exchanging information through the internet. 

In late May everyone in our agency will receive login information for MySCEmployee, the new system where we will conduct key human resources and payroll-related activities. Just like the systems used today to generate our payroll, manage time and submit leave requests, MySCEmployee will contain vital personal information such as our social security numbers and banking information.  While the system is designed with state-of-the-art security, one level of protection that employees must manage is the privacy of the personal usernames and passwords that will be issued.

Much like a personal ATM code, it is vital to maintain the security of your MySCEmployee username and password once it is distributed to you.  Just as you wouldn’t share your ATM code with a coworker, it’s best to keep your MySCEmployee credentials confidential, as well.  Also, be careful not to write down your MySCEmployee username and password and then place it somewhere others could find it such as in a desk drawer or taped onto your computer monitor at work.   Even when discussing an issue with a SCEIS Service Desk representative, you must not share your username and password, as your conversation may be overheard by someone. The same is true for email correspondence with the Service Desk or others—don’t include your username or password in any email, as it could be intercepted. 
When it comes to information security, a little common sense goes a long way.  Protect your MySCEmployee username and password to prevent others from accessing your information in the system. Play it smart—keep your credentials to yourself—and you’ll be doing your part to help maintain the security of your records.

